Scenario: HA behind a FW
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1. IPsec ESP

For the IPsec-ESP encapsulated message between the MN to the HA, we require pinholes which are matching against:

•
dst address: HA Address

•
ESP

This firewall rules would allow the BU, BA, HoTI and HoT messages between MN and HA as well as the tunnelled data traffic between MN and HA to traverse this FW.

The iptables-call for installing this pinhole is:

ip6tables -A FORWARD -p 50 -d “HA” -j ACCEPT

However, this is very insecure. In general it would be also possible to match against a specific SPI; but this can only be done if we use a solution which can install pinholes dynamically.

2. HoT

For the HoT message from the CN to the HA, the pinhole has to match against:

•
dst address: Home Address

•
Mobility Header Type 3

The iptables-call for installing this pinhole is:

ip6tables –A FORWARD -d “Home Address” –p mh --mh-type 3 –j ACCEPT
3. IKEv2 between MN and HA

For the IKEv2 messages between the MN and the HA, the pinhole has to match against: 

•
dst address: HA Address

•
protocol (UDP)
•
destination port (500)
The iptables-call for installing this pinhole is:

ip6tables -A FORWARD -p udp -d “HA” --dport 500 -j ACCEPT
4. data traffic

If the MN should be able to receive incoming connections, the 

firewall needs to allow connection requests with the MN HoA as the destination address.

For the tunnelled data traffic from the CN to the HA, the pinhole has to match against: 

•
dst address: Home Address

The iptables-call for installing this pinhole is:

ip6tables -A FORWARD -d “Home Address” –j ACCEPT
This opens a VERY general firewall pinhole. Therefore, I don’t like this solution and I think many administrator have the same opinion. 






